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executive summary
The Digital Economy Bill spans a number of issues, not all of them strictly
related other than that they all—to varying extents—are to do with ‘digital’
matters. It represents a bold attempt by Government to bring legislation up
to date with the rapidly changing cyber landscape, but as such, runs the risk
of becoming rapidly obsolete as new technologies are introduced. Overall, the
Bill has the characteristics of an emergency patch, designed to cover perceived
statutory gaps, rather than a systematic programme to enable the UK Government to truly harness the opportunities, and mitigate the risks, offered by the
digital revolution.
This report examines the issues introduced by Part 3 of the Bill, namely the
issue of online pornography and the Government’s plan to implement compulsory age-verification, in the declared hope of ‘keeping children safe online’,
with powers created to censor non-compliant websites, by preventing them
from being accessed in the UK. The report looks at the facts surrounding the
supposed mischief the legislation seeks to correct; the effectiveness of the legislation in actually correcting it; and at the collateral effects which are likely
to arise.
There is a lot to go on. The Bill falls short in a number of respects: the
evidence relied on as support for the proposals is woefully inadequate; insufficient account is taken of privacy and security in the age-verification framework; censorship measures are likely to have a disproportionate effect on sexual minorities; expenses will have to be incurred, and met by either the taxpayer or private enterprise; and few of the measures contemplated are likely
to have a decisive effect on the ills they seek to correct.
No other liberal democracy has censorship laws as draconian as those proposed. And in the face of growing clamour to regulate the Internet more intensely, it is essential that the Government does not succumb to moral panics,
but rather proceeds with caution, bearing in mind the key Conservative values of individual liberty, small government, and the market economy. This
legislation is inimical to all of those values, and requires a radical rethink.

S P O’Grady
19 Dec 16
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‘We know no spectacle so ridiculous as the British public
in one of its periodical fits of morality.’
—Thomas Babington Macaulay,1st Baron Macaulay
The Digital Economy Bill provides for mandatory age-verification of all online services providing pornography. The British Board of Film Classification
(bbfc) is appointed as the Age Verification Regulator for the purposes of enforcement of this age verification. Their powers include the levying of fines, as
well as ordering blocks of sites deemed to be in contravention. They will use
their existing classification framework to determine what counts as ‘pornography’ for the purposes of the legislation. A more detailed synopsis of the
legislation’s provisions is available at Appendix A.

1 requirement for legislative measures
a.

b.

Background. The proximal reason for Part 3 of the de Bill was a pledge in the
Conservative Manifesto of 2015, to prevent children’s exposure to harmful
sexual content online by means of age verification.1 This came after a previous Independent Parliamentary Inquiry chaired by Claire Perry mp had recommended that ispss do more to protect children online.2 Following that, and in
the wake of a stentorious Daily Mail campaign, Sajid Javid mp, then Culture
Secretary, declared in early 2015 that if the Conservatives won the 2015 General Election, they would take steps to implement age verification for online
pornographic websites and shut down those which did not comply.3 That the
‘tide of internet sleaze’ was to be stemmed was met with acclaim by both the
Daily Mail and various groups from the authoritarian left, who had—perhaps
surprisingly—found common cause in campaigning for such measures.4

1. The Conservative
Party Manifesto
2015, pg 35
2. Perry 2013

3. Press Association
2015

4. Chapman 2016

Extent of exposure. Estimates of the exposure of young people to online pornography vary wildly. Figures depend on how ‘pornography’ is defined, the age
group being considered, the access modalities factored into the study, how the
question is framed, and the rigour of the survey, but some findings include:
i.

Between 43% and 99% of young people overall as they grow up.5

ii.

Approx 1 in 6 of 9–16-year-olds in the last 12 months.6

iii.

13% of 6–14-year-olds in May 2015.7

2011
6. Livingstone et al.
7. Child Safety
2011
Online: Age
Verification for

iv. 1 in 5 of children in an nspcc survey, who additionally reported being
upset by the images.8
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1 in 8 children report suffering harm as a result of Internet activity.9

Nature of exposure. Evidence is conflicting as to whether the majority of exposure is accidental or deliberate.10 More children appear to claim accidental
exposure, however one study found that accidental exposure was statistically
associated with only one online activity, namely downloading images using
file-sharing programs.11 Reporting of exposure as ‘accidental’ rather than deliberate may also be due to the stigma of admitting to seeking illicit material
out actively. The Children’s Commissioner’s report additionally makes clear
that increased exposure is linked to older age groups.12 This is reinforced by
the eu ‘Kids Online’ study.13 While cause and effect remain unclear, these
facts, demonstrating certain sociological patterns, are important when considering the correct approach to risk mitigation.
Effects poorly understood. The Children’s Commissioner’s aptly named report
(‘Basically, Porn is Everywhere’) makes clear that evidence as to the effects
of exposure to pornography is ‘inconclusive and contradictory, and there is
little of which we can be confident’.14 Whilst there is a preponderance of evidence suggesting that some children may be concerned about viewing sexualised imagery, it is not possible from the data to discern clear cause and effect,
ie the extent to which the concern represents guilt over knowingly transgressing boundaries rather than purely the unsettling nature of the content itself.
While it is clear that exposure has an effect, it is not clear the extent to which
this carries through to behaviour, or how long it lasts.
There is some evidence reported on by Ofcom that exposure may, in certain cases, sublimate impulses which might otherwise be acted upon: in other
words, that pornography may have beneficial effects, and in particular that it
may be linked to a lower rate of commission of sex crimes.15 These issues of effect are important when considering the proportionality of counter-measures.
It is disturbing to read that the discretion of the dcms’s expert panel was effectively fettered in exploring the effects with full intellectual freedom:“The
policy position underpinning this project specification is that pornography causes
harm to children and we understand that we are not expected to challenge this.”16
Lack of rigour. Most of the evidence pointing to problems with children accessing online pornography is anecdotal (for example, the nspcc’s submission to
the Commons Committee),17 although this is partially due to the ethical and
practical difficulties in conducting more rigorous research (eg one cannot deliberately expose children to sexual content in order to measure its effect);
these difficulties are discussed in the dcms Expert Report.18 While this anec-

9. Livingstone et al.
2011, pg 47

10. Horvath et al.
2011, pg 7

11. Wolak, Mitchell,
and Finkelhor 2007

12. Horvath et al.
2011
13. Livingstone et al.
2011

14. Horvath et al.
2011, pg 47

15. Helsper 2005,
p. 20

16. Nash et al. 2015,
pg 20
17. Age Verification
in the Digital
Economy Bill: Public
Bill Committee
Evidence from the
NSPCC 2016
18. Nash et al. 2015,
pg 4
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dotal evidence is probative of the existence of concerns, it carries no evidential
weight when considering whether the concerns are well-formulated or accurate. For example, reports that girls are concerned about sexism in pornography may well accurately convey the state of mind of those surveyed,19 however
they cannot be regarded as an objective statement about the nature of the material; again, it is indicative of the wider sociological nature of the problem. A
detailed rebuttal of some of the methodological flaws in the data was provided
to the Commons by Myles Jackman, legal director of the Open Rights Group,
and Pandora Blake, a campaigner for sexual minorities. 20
Furthermore, the lack of precision in terminology additionally clouds matters: words such as ‘extreme’ or ‘violent’ were used in much evidence offered to
the House of Commons Committee, but it is unclear what is meant; although
both ‘extreme’ and ‘violent’ have meanings as terms of art, they are rarely used
exclusively in that way. In vernacular speech, something regarded by one person as ‘extreme’ may regarded by another as relatively ‘vanilla’ or mundane.
The use of such non-specific but emotive terminology clouds the debate, so
when speaking of a young person being exposed to ‘violent pornography’, it is
unclear if this means: something a little rougher than than ‘normal sex’ (but
how is that defined?); hardcore bdsm; or a depiction, real or fake, of criminal
acts of assault or bodily harm. In some cases (such as the dcms commisioning paper) there is even a lack of distinction between pornography and ‘adult
content’, which might include non-sexual matter such as violence etc. The
particular effects of this terminological deficit are explored in more detail in
section 4.
f.

g.

Mandate. The commitment to implement age verification take up a single sentence in a manifesto spanning 84 pages. It was not a headline point of the
Conservative campaign, and there is no evidence to suggest that a significant
proportion of the population would have voted differently had the pledge been
omitted. A poll conducted for a feminist think tank, the Centre for Gender
Equal Media (gem), reported that 86% of the c. 2000 individuals surveyed
supported the principle of age verification.21 Unfortunately, because detailed
methodology for the poll was not published, it is not possible to offer further
comment on the level of credibility that this statistic carries. However, it is
worthy of note that as the poll was conducted in July 2016, those surveyed
are unlikely to have had a full appreciation of the nature of the legislative proposals and their broader impact than merely restricting children’s access to
online pornography.
Analysis. Although it may seem intuitively obvious that ‘conservative’ ele-
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ments of society may be naturally censorious towards material which seems
to offend traditional family values, this is not necessarily the case. Leading
conservative intellectuals such as Sir Roger Scruton have pointed out that conservatism is characterised by both scepticism and by an empirical bent. The
conservative prefers to make decisions based on hard evidence, and should
be wary of making change where the evidence is not compelling. In this case,
while there is evidence to suggest that young people do access online pornography, the extent of the harm is impossible to pin down with rigour.
The Government, in pushing this through, has given undue weight to the
evidence of those directly invested in the matter, rather than the more dispassionate evidence of their own dcms expert panel. Whilst the precautionary
principle, and the natural and entirely proper desire to protect children from
harm, suggests that perhaps steps should be taken, their proportionality must
be weighed against any concomitant loss in liberty, discussed in more detail
in section 3 below. On the basis of uncertain evidence of any value as to the
true nature or scale of the harm, we must be especially wary of moral panics
echoing the ‘video nasties’ scares of the 1980s.22
h.

Recommendations. Public awareness of the lack of firm evidence in support of
the policy must be increased. Section 4 offers a potential framing mechanism
for this. In addition, in order to better inform the remainder of the legislative
process, as well as subsequent work, the dcms should obtain a further rapid
assessment expert report with slightly different terms of reference, this time
focusing on the following, in order to obtain a more comprehensive view:
i.
Analysis from the literature of the different rates and effects of exposure to various categories that might be classified as pornography, ranging
from ‘nudity’ through to unlawful violence, and reporting their findings by
category.
ii.
A similar, more rigorous breakdown by age group of patterns of accidental and deliberate exposure, highlighting risky behaviour patterns.
iii. Investigation into the level of parental knowledge of, attitudes to, and
involvement in, online habits of young people, and how this interacts with the
above.
iv. Any further aspects of youth exposure to online pornography which the
panel of experts considers germane, so as to ensure a full and intellectually
honest exploration of the topic.

2
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whether proposals meet the desired goals
a.

Background. Given that the evidence above paints an unclear picture of the nature and the extent of harm caused by young people accessing pornography, it
follows that the legislative goals cannot be entirely rigorously formulated either, at least insofar as they are related to the true state of affairs. This section
will therefore examine the extent to which the Government’s desired policy of
mandatory age verification will effectively prevent exposure of young people
to online pornography, as well as whether this is an effective way of addressing
any socially harmful effects thereof.

b.

Variety of access methods. The evidence suggests that young people may access pornography in a variety of ways, from websites, through file-sharing,
to social networks.23 Indeed, websites likely form only a very small part of
the overall volume of exposure, with television or film being the most common medium of exposure reported by all age groups.24 The ubiquity of mobile
phones, and availability of 3g/hsdpa WiFi dongles, means that ‘Internet Service Providers’ will necessarily have to include mobile phone companies as well
as those providing fixed line Internet access.

c.

d.

Ancillary providers. A sizeable number of young people report having been exposed to pornography on video-sharing and social networking sites. It is accepted that the dissemination of adult material is not the primary purpose of
these sites, however it is a fairly common use, often within the express terms
of service of the sites themselves, though some (such as Youtube and Twitter)
may have mechanisms for flagging content as suitable for adults only. Whilst
the Minister has indicated that although he regards them as important, he
does not see their regulation as a primary purpose of the legislation.25 But
the fact remains that the legislation, as drafted, would bring them within its
purview, and the decision to enforce lies at any rate with the regulator in the
first instance, not the Minister.26
Circumvention. Age-verification does not prevent a young person accessing a
site using credentials they have obtained either voluntarily or by stealth from
parents, siblings or older friends. While this is comparable, in a sense, to them
being provided with alcohol by an elder, the online world is more conducive
to circumvention, not least because of the inherently blind nature of the verification process, where a shopkeeper could exercise discretion based on the
customer stood in front of him. By using a Virtual Private Network (vpn)
with an exit node set outside the uk, or else an onion router such as tor, any
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jurisdiction-specific age-verification or blocking can also be trivially circumvented.
e.

f.

g.

Education. No specific measures are included in the Bill for education. The
campaign to introduce compulsory sex education, which might have addressed
issues such as online pornography, was vetoed by David Cameron.27 However,
the trends identified in both access to, and harm caused by, pornographic material suggest that much could be gained by informing young people of the
risks inherent in the naive or obsessive consumption of pornographic material, and how to protect themselves online. There is broad-based support for
education measures, ranging from child protection charities,28 through feminist campaigners,29 to civil liberties ngos.30 Internet safety training has been
proven to be effective in reducing the risk of unwanted exposure.31 Ofcom
also reported that ‘good sex education and an open relationship with parents
[see below] are more important for the child to develop normally than a ban
on r18 material’.32
Sexting. A widely held concern to do with online pornography is the phenomenon of ‘sexting’, ie the distribution of self-made sexual imagery via message services or social networks.33 This applies especially to young people,
where it has real potential to result in shaming, cyber-bullying, or—at worst—
convictions for child pornography. Given that there is far more compelling
evidence for the social ills caused by this than for exposure to pornography,
it represents a more pressing legislative imperative. However, technical solutions are almost impossible to implement, as long as young people have access to devices capable of taking and sending images, especially on platforms
which rely on flagging of unacceptable content, which is unlikely to occur in an
exchange which is—at least initially—consensual.34 This reinforces the case
for a more socially-oriented approach, focusing on education and parental involvement.
Parental supervision. Little to no attention has been paid in the legislative
process to the responsibility of parents to protect their children from harm.
Baroness Kidron noted that the existence of barriers to accessing pornography are important from the point of view of the young person, who would
know that they were transgressing a social norm. Whilst she offered this as
an argument as to why technical measures need not be failsafe, the concept
is more broadly applicable.35 If there were a sufficiently strong social norm
for parents to protect their children from harmful online content, this would
have the same effect of creating the barrier for children. An attempt was made
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to do this with default-on filtering by isps in response to Claire Perry’s Independent Inquiry.36 This created a swathe of problems due to imperfect systems, not least among which was the blocking of Claire Perry’s own website,37
but also due to wider civil liberties concerns over censorship.38 However, a
non-legislative approach involving socially responsible co-operation between
service providers and parents may prove to be preferable to legislative restrictions. Device-specific—as opposed to isp-level—filtering and blocking software, of the type that a parent might install on a child’s computer, has been
shown to be effective in reducing access.39
h.

Analysis. Insofar as exposure to online pornography is an epidemic of social mischief worthy of legislative attention, there is little in this Bill which
promises to be effective in preventing that harm. It does not adequately address the most common access methods. It is powerless in terms of controlling sexting. The sociological and behavioural evidence as to the nature of
the problem would strongly suggest that any solution is likely to be incomplete at best unless supplemented by appropriate education for young people
to explore the Internet more responsibly, and better contextualise any material they come by online. This should be further enhanced by the placement
of strong responsibility on the part of parents to moderate and mediate their
children’s Internet access. Empowering families in this fashion is a core conservative principle. The evidence suggests that this would have a positive effect in reducing ‘accidental’ exposure, and in mitigating the effects of pornography on young people’s psyches. The technical methods proposed in the legislation will do little to prevent deliberate exposure by those people actively
seeking out pornography.

i.

Technical counter-measures. A further word must be said about the technical
measures. The issue of vpns and tor raises an immediate follow-on, namely
whether those should be banned as well (currently, the Bill only forbids ‘making available’, not ‘accessing’). In the case of vpns, there are plenty of sound
security and privacy reasons why an ordinary person may choose to use one.
And in the case of tor, the case against banning is even more compelling. This
would require an appreciation of the consequences of creating an incentive for
more people to ‘go dark’ online, whether this be out of privacy concerns or in
order to access material which is legal but which, for whatever reason, is made
unavailable by conventional means. This has two main implications:
i.
Potential for increased consumption of genuinely unlawful material; eg
revenge porn, snuff, child abuse imagery, etc, by essentially forcing people
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into the seamy underbelly of the Internet. Whilst this may appear to be a slippery slope argument, it is not the case. There are strong incentives for legitimate providers of adult content, and in particular those which allow user submissions, to self-police ruthlessly in the removal of unlawful material. In an
entirely unregulated arena such as the Darknet, such incentives do not exist,
and in many cases cannot exist. Therefore it would make no economic sense
for hosts to expend resources in such self-policing, and it is thus straightforward to see the potential for increased proliferation, and consumption, of
such material.
ii.
An increased burden on the security services as they seek to separate nefarious encrypted/obfuscated traffic from benign. Whilst encryption remains—
entirely properly—a liberty which citizens are free to enjoy, the fact is that
most have, they believe, little reason to make use of it, and a significant portion of the brand new Investigatory Powers Act framework is based on the
ability of isps to gather Internet Connection Records. If camouflaged Internet access becomes the new norm, then such security measures will require
rethinking.
j.

Recommendations. The Bill should be amended to include:
i.
Clarification on the extent to which ancillary providers will be held liable
for pornographic material hosted on their services.
ii.
Provisions for education of young people regarding appropriate online
behaviour, both in terms of risk management and making better choices.
iii. Specific provision for parental responsibility, and discretion, in being
the primary gatekeepers of young people’s access to pornography.

3 collateral effects of the proposals
a.

Background. Building on the observation above that the uncertain evidence
in favour of legislative intervention means that the proportionality of any response must be carefully considered, this section will examine some of the
effects that mandatory age-verification and blocking are likely to have. It is
here that the fundamentally illiberal nature of the Bill becomes apparent.

b.

Data breaches. In late November 2016, it was revealed that online porn site
xHamster had been hacked, revealing 380,000 users’ details, including their
personal tastes in pornography.40 Earlier the same month, FriendFinder Networks experienced a data breach, involving 340 million records from their ‘al-
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ternative dating’ site, 62 million from a webcam sex site, and 7 million from
Penthouse.com.41 In July 2015, Ashley Madison, a matchmaking website for
extramarital affairs, experienced a breach affecting millions of subscribers.42
But it’s not just the adult industry; both TalkTalk and Three Mobile have also
experienced breaches affecting hundreds of thousands of users.43
c.

Effects of breaches. These breaches have had consequences, both for the individuals and the organisations affected. The Ashley Madison hack has been
linked to both blackmail attempts and suicide.44 No study has yet been conducted on the effect of the breach on relationships, or distress to individuals.
It is still too early to assess the damage from the FriendFinder and xHamster
leaks, as they happened only weeks ago. TalkTalk was hit with a £400,000
fine from the ico, however this pales in comparison to the £42,000,000 and
100,000 customers they claim to have lost as a result of the breach.45

41. Mathews 2016

42. Thomsen 2016
43. Millman and
Reeve 2016,
McGoogan 2016
44. Cluley 2016,
Segall 2016

45. Mascarenhas
2016

d.

e.

Security. It is apparent from the above that there are inherent concerns about
the ability of online service providers, be they pornographers or ISPs, to store
users’ data securely; but this goes beyond the possibility of a perimeter breach.
This is compounded by the failure, in at least the xHamster and Ashley Madison cases, to use adequate encryption for passwords: both used the md5 algorithm, which is trivially cracked.46 It is reported that TalkTalk appears not
to have encrypted their data and used another obsolete algorithm, sha-1, to
sign their security certificate.47 The point is that these were not unforeseeable
‘zero day’ attacks; they were the result of inadequate protection. Securing data
is not a trivial undertaking, and even large and reputable organisations have
a track record of slipping.
Age verification technology. No specific age verification technology is described
in the Bill. The duties of the Age Verification Regulator are merely to publish
information about what it regards as meeting the requirements for age verification, and to enforce various penalties on those sites which make pornography available without complying with those requirements. It has no duties
pertaining to enforcement of basic standards in the stewardship of personal
data. It is envisaged by the Government that nothing more than the Data Protection Act will apply and that companies will be responsible for its safeguarding.48 Whilst the Age Verification Regulator will be required to conduct and
publish a data protection impact assessment, this doesn’t provide any specific
guarantee as to the level of impact that will be tolerated, and may be considered an ex post facto patch which does not address the fundamental issues.
There are a number of means by which age verification could be imple-

report on digital economy bill

page 11

46. Cox 2016
47. Millman and
Reeve 2016

48. Hancock 2016

conservatives for liberty

online pornography: a moral panic

mented. The simplest, but most problematic, is by the sites themselves insisting on authentication by means of credit cards or similar. This opens up
issues not just of privacy, but the potential for fraud as well. There is a proposed standard, namely pas 1296,49 that could provide for third-party verification, though this also has a host of issues, such as a lack of mandated
safeguards, and inadequate protection for the consumer (in the event of loss
of data, the user must sue the website rather than the verification provider).50
In combination with the data sharing provisions elsewhere in the Bill, the nonestablishment of a coherent system represents a missed opportunity.
f.

g.

Regulation. There is ambiguity regarding exactly who will be doing the enforcement. Whilst the legislation, and much of the surrounding discussion,
including in the Lords, makes it appear that there will be a single regulator,
namely the bbfc,51 letters of understanding between the Minister and the
bbfc indicate that there will be two regulators, with the bbfc handling the
classification function, while another regulator, having ‘equal status to the
bbfc’ will have the enforcement function (fines and blocking).52 Clarification
is needed, especially with respect to which of these two regulators will have
responsibility for conducting the data protection impact assessment, etc.
Net neutrality. There are two prongs to this point. The first is that isp-level
blocking may interfere with rights under eu net neutrality law,53 in that whilst
an isp could argue filtering could be disabled by the user, if a site is blocked
there is no such recourse; this is why, in order to prevent isps being in jeopardy, it is necessary that the blocking be done by order and in accordance with
this legislation.54 No detailed examination of the situation under eu law will
be given here, not least because our relationship with the eu, and by extension
the continued applicability of its regulations, remains uncertain.
However, the concept of net neutrality is not a creation of eu law. It is
a principle, based on the telephony concept of a ‘common carrier’, which has
underpinned much of the development of the Internet itself, namely that all
content should be available to all users, without favour or blocking.55 Sir Tim
Berners-Lee argues that ‘freedom of connection, with any application, to any
party, is the fundamental social basis of the Internet, and, now, the society
based on it’.56 He goes on to contrast this with the Chinese control of the Internet by their government. Just as censorship poses a threat to the liberal
value of freedom of expression, so does blocking contravene the net neutrality principle which is intrinsic to the Internet. Such decisions should not be
undertaken by a Government without a very high level of justification and full
appreciation of their gravity.
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Sexual minorities. The bbfc has an established regime for classification of material, stemming from the statutory powers given to it by the Video Recordings Act and the Digital Economy Act 2010. In particular, it has a general
policy of classifying as r18 (its most restrictive category) material which depicts sex acts ‘for purposes of arousal’, although the distinction between this
and the 18 category is conceptually unclear and largely meaningless, other
than that the distribution of r18 material is much more tightly controlled.57
It also insists on cuts for depictions of ‘sadistic or sexual violence’ or which
poses a harm risk; it may also refuse classification in such cases, which is the
most likely outcome for pornographic works whose primary content is such
material.
The interpretation of these definitions is controversial. Certain sex acts
which are legal to perform are refused classification. This includes such practices as facesitting, female ejaculation, and urolagnia, acts which are ‘nonpenetrative, non-phallic, and safe from an hiv perspective’, and often depict
female pleasure or dominance, an inversion of the usual pornographic stereotype.58 The interpretation of consent (the key discriminant between sex and
rape) is also problematic: mechanical definitions are used (eg bondage involving all four limbs and a gag is forbidden) rather than integrating consent into
the overall oeuvre of a film.
As the legislation specifically names material not suitable for a classification certificate to be ‘prohibited material’ and therefore liable to be blocked,
this will have the effect of removing such acts from the Internet in the uk.
This goes well beyond the expressed legislative intent, namely to protect children. It amounts to online censorship of the acts in toto, even for consenting
adults. This will have the effect of putting out of business the various small-tomedium enterprises in the uk concerned with the production of these works,
as well as denying to sexual minorities the opportunity to enjoy depictions of
their preferred, and perfectly legal, activities.59
Analysis. Insufficient weight is given in the legislation to placing appropriate
safeguards on personal data. In light of the number and scale of data breaches,
we should question the wisdom of causing yet more personal data to be accumulated, whether that be by pornographers themselves or by third parties.
In effect, it creates new targets for criminality. We see here parallels with
other areas such as prostitution, where heavy-handed legislation generates
new ecosystems of criminal behaviour. Storing data securely is difficult, and
to do so requires expertise which does not come cheaply. Matters are complicated by the lack of a coherent standard. This will weigh disproportionately on
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‘niche’ providers catering to sexual minorities, who lack the market mass that
the larger mainstream providers enjoy; but in the absence of strong mandated
safeguards, there will be little incentive even for larger companies to invest
heavily. Further burdens are placed on isps to enforce blocks, and potentially
on ancillary platforms such as Twitter to police their users.
Giving additional power to the bbfc means that decisions which might
otherwise be made by a jury under an Obscene Publications Act trial are instead made extrajudicially, and potentially without the affected parties being given adequate opportunity to put their case. This, combined with the
vast quantity of material online, means that it is highly probable that material which is legal is likely to be incorrectly censored. The seemingly arbitrary
restrictions used by the bbfc provide a strong argument for revising the existing censorship regime, and updating the law more generally to take account
of changing sexual mores (it is accepted that to a large extent, the bbfc has
their discretion fettered by existing law and precedent and that some of the
restrictions are not of their own creation).
The amendment to introduce blocking as a means of enforcement appears
to serve two purposes. First, it provides a workaround to the introduction
of the eu regulations which will make non-statutory isp-level filtering more
problematic. Secondly, it became clear that financial penalties would be practically unenforceable against sites hosted outside of the uk, and so—just as
in China—the Government came to the realisation that the only way to effectively control the Internet is simply to censor it. It must be reiterated that
this is a grave measure.
The only Internet censorship with general support is that conducted in
partnership with the Internet Watch Foundation, who maintain a blacklist
of child abuse imagery. Even blocking of file-sharing sites such as Pirate Bay
on the grounds of enabling copyright infringement is hugely controversial,
and places the uk in the minority of countries worldwide who do so (and the
subset of that minority who are liberal democracies is even smaller). The evidence considered above cannot be regarded as sufficient to suggest that the
issue at hand here is anywhere near as serious as child abuse imagery. And
the present situation can be distinguished from file-sharing in that copyright
infringement is illegal; the material hosted on the majority of sites likely to be
blocked (whether because of non-compliance with age verification, or depiction of niche sexual acts) is not.
j.

Recommendations. The following should be incorporated into the Bill:
i.

Definite and rigorous safeguards must be imposed for the protection of
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personal data.
ii.
The blocking enforcement mechanism should be removed entirely. The
financial penalties clause should contain an exemption for uk businesses with
a turnover below a certain minimum threshold.
iii. Clarity on the regulation regime must be provided: if there is to be a
separation of regulatory powers, as envisaged in the bbfc Letters of Understanding, this must be made clear.
iv. A realistic and navigable appeals process must be put in place by which
the blocking of a site can be contested by either a user or a provider.
In addition, given that some of the controversy surrounding the Bill stems
from the way in which it interacts with existing legislation, the following should
be considered:
v.
Requiring cps guidance on the Obscene Publications Act, and by extension bbfc policy on classification, to be updated to reflect recent case law,
where acts previously found ‘extreme’ were judged to be within the realm of
acceptability.
vi. Modernisation of the Offences Against the Person Act 1861, taking into
account precedents such as Brown, but providing a more conceptually clear
definition of where consensual activity such as sadomasochism crosses the
line of criminality—the Law Commission has made recommendations in this
respect.60
vii. In light of the above, the overall censorship regime should be rationalised and brought into harmony with itself. It makes little sense that there
are different standards and/or procedures for online material, videos & dvds,
computer games, and printed literature.

4 anatomy of a moral panic
a.

Background. Although the term ‘moral panic’ has widespread currency in an
informal sense, it has a more precise meaning in the literature of sociology
and criminology. Proposed by Stanley Cohen to describe the British public’s
reaction to Mods and Rockers, he described the phenomenon thus:
A condition, episode, person or group of persons emerges to become defined as
a threat to societal values and interests; its nature is presented in a stylised and
stereotypical fashion by the mass media; the moral barricades are manned by editors, bishops, politicians and other right-thinking people; socially accredited experts
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pronounce their diagnoses and solutions; ways of coping are evolved or (more often)
resorted to; the condition then disappears, submerges, or deteriorates and becomes
more visible.61
It has been applied in the literature to phenomena ranging from ‘satanic ritual
abuse’ to public health as a means of analysing the process by which society
reacts to a perceived threat in a fashion which is wholly disproportionate to
the risk of harm posed.
b.

Application. It is evident that this part of the Digital Economy Bill represents
nothing more than the penultimate stage of the moral panic process described
above. We have a threat (youth exposure to online pornography). It has been
portrayed in a stylised and stereotypical fashion: radical feminist views on
pornography as being inherently violent or degrading have been lapped up
by the likes of the Daily Mail. It has suited politicians to adopt a hard line
on the matter to demonstrate their commitment to ‘family values’ and ‘child
protection’, ideas which no reasonable person would question. We have had a
litany of evidence from children’s charities, which has been undoubtedly wellmeaning but based on tendentious underlying data. And now we see censorship has been resorted to as a way of coping.

c.

Representation of pornography. An important facet of the moral panic is the creation of a ‘folk devil’, a condition or group onto which society can unashamedly
throw its ‘guilt and ambivalence’.62 A strain of radical feminism, espoused
by the likes of Andrea Dworkin (who famously regarded heterosexual intercourse as a form of rape), views pornography as intrinsically misogynistic.63
These ideas have given rise to a large corpus of literature purporting to analyse
the role of pornography in spreading rape myths, how it is inherently violent,
etc. The legal scholar Helen Reece showed that the prevalence and effect of
rape myths were often exaggerated.64 Definitions of violence are deceptive.
The bbfc has its own definitions discussed above, but revolving around the
criminal law pertaining to offences against the person, as well as the Obscene
Publications Act. The gender studies literature uses the term far more loosely,
considering even ‘name-calling’ a form of violence.65 Thus there is much scope
for misunderstanding as to the scale and nature of the problem.
However, this vast body of material has provided a rich seam from which
the socially conservative right has been able to mine support for their position. Departing from the position that sex is inherently bad and shameful,
and pornography, as a masturbation aid, particularly so, they have seized on
this radical feminist canon to lend a veneer of scholarly credibility to their
claims.66 While the public may have divergent views on sexual morality, no

report on digital economy bill

page 16

61. Cohen 1972, pg
9

62. Carland, Cohen,
and Kuper 2007, pg
5

63. Dworkin 1989

64. Reece 2013

65. Bridges,
Wosritzer, and
Scharrer 2010

66. Hamblin 2016

conservatives for liberty

online pornography: a moral panic

reasonable person could be in favour of violence against women, and thus they
have been able to gain support that might otherwise not have been available to
them, in vilifying pornography. The manner in which uncertain evidence has
been incorrectly weighted in support of the objective of protecting children
was detailed in section 1 above.
The Dumfries and Galloway unitary authority has on its website, in the ‘violence against women’ section, an amusing infographic entitled ‘How is Porn
Addictive’ (link), which illustrates some of the tendentious reasoning very
clearly.67 It makes the claim, unsupported by the scientific literature, that
pornography affects the brain in the same way as addictive substances. It then
goes on to offer a mixture of statistics of dubious origin conflating pornography consumption with broader addiction problems: pornography is ‘directly
related to...aggression towards the opposite sex’; 56% of divorces involve one
party having an obsessive interest in pornography; it ‘prevents happiness’;
and 58% of addicts suffer ‘financial loss’, with 1/3 losing their jobs.
The infographic was produced by ‘Fight the New Drug’, an American 501(c)
non-profit organisation, headed by Mormons, that succeeded in getting Utah
to declare pornography a public health crisis.68 It is stressed that no claim is
made that this group has directly influenced the Bill, but is a good example of
the extent to which the ‘folk devil’ construction has permeated, and the surprising marriage of convenience on this issue between the authoritarian left
and the socially conservative right. When one finds government-sponsored
women’s rights groups spreading religious sectarian, clean-living propaganda,
one gets the queasy feeling of having stepped through the looking glass. Fortunately the public health argument does not (yet) seem to have surfaced on
these islands.
d.

Moral high ground. The danger inherent with moral panics is that objective
evaluation of the problem becomes impossible, as it is tremendously difficult
for a public figure to side with the ‘folk devil’. In the case of the Digital Economy Bill, while there has been some weak criticism of the more draconian elements of the Government’s intended counter-measures, Hansard does not
record any serious questioning of the overall tenor of the legislative scheme
in either House.69 And in the evidence submitted to the Commons, the only
evidence strongly against the proposals came from a handful of campaigners
for freedom of expression: two people involved in the sex industry (Pandora
Blake and Jerry Barnett); and Jim Killock and Myles Jackman, of the civil
liberties NGO, the Open Rights Group; this was in a field of several dozen
submissions.
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This is not because the evidence is lacking: as shown above, even the Government’s own panel of experts advised caution and drew attention to issues
of proportionality. Nor was the evidence they submitted particularly tendentious or partisan; in many respects it demonstrated more rigour and objectivity than some of the countervailing opinions. However, it does not seem
that rigour was particularly highly valued at that stage (or indeed any) of the
legislative process. A similar pattern emerged during the previous iteration of
attempted censorship, when it was just Barnett and Killock who appeared on
behalf of free expression at the public hearing.70
It takes courage to speak against the mass of moral opinion, and this is
a problem inherent in the structure of the moral panic. Someone who does
stand up on behalf of the ‘folk devil’ runs the risk of guilt by association, being
dismissed as a heretic at best, if not a hapless shill for the interests of the
maligned group. Nonetheless, as Milton argued in his polemic in favour of
free expression, the correct way to defeat contrary opinion is by the open clash
of ideas, not simply excluding or ignoring them.71 The voice of liberty in this
debate is both reasonable and coherent, but is in dire need of amplification.
e.

f.

Role of experts. The dcms appears to have consulted broadly on the question of
young people accessing online pornography. They already presituated the outcome of their expert panel by demanding a certain outcome. However, the absence of technical expertise from the legislative process is striking. Consideration in detail of privacy matters was out of the scope of the dcms’s expert report. So was any consideration of proportionality. The Government’s impact
assessment shows no evidence of any heed being paid to these issues.72 Having
disregarded social solutions, such as education, from the outset, and hurtled
straight to a technical solution, the absence of technical expertise from the
process can only serve to reinforce the point that this is about moral posturing, rather than a best-effort attempt to find a solution. The cynic might say
that the dismissal ab initio of sex education, combined with censorship as the
preferred option, is an attempt to banish sex, indicative of a strain of prudish
Victorian Toryism, a trend that should be ardently resisted by Conservatives
who trace their intellectual heritage through the liberal rather than the paternalist wing of the party.
Positive effects. Moral panics are not exclusively negative phenomena: they
can be productive, insofar as they provide opportunities for society to openly
reconsider their values and the mos maiorum on the particular subject at hand.73
This particular moral panic raises two clear issues: the protection of children
online (an issue which goes well beyond the viewing of pornography); and the
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question of liberties in the digital age. Both are causes worth fighting for,
and one need not come at the expense of the other. Indeed, by neglecting
sex education, which is proven to be of positive benefit, in favour of focusing
on censorship, which is not, we are arguably doing a great disservice both to
children and to liberty.

5 conclusions
In contemplating censorship, Mill offered the observation that the state should
only curtail the free expression of views if the harm caused by their expression would be demonstrably greater than that caused by the intervention.74
There is limited evidence of the level of harm caused by the original ‘mischief’.
Whilst the evidence of harm for the corrective measures indicates a potentially
smaller effect in terms of the absolute number of people affected dramatically, the overall harm cuts to the very core of the individual liberties of 20
million British citizens estimated to use online pornography. Into the weighing exercise must also be thrown the observation that less intrusive remedies,
such as education, have not yet been attempted. If these legislative proposals were borne purely of an unadulterated desire to protect children, then all
possible means of doing so would have been honestly and comprehensively
considered. They have not. Instead, as a reflexive response to an issue which
is ill-understood and often exaggerated, it is about exerting rigid state control
to solve a complex social problem. There is every indication that rather than
being a well-thought out policy, this is rather an attempt to grab at some lowhanging fruit to demonstrate ‘family values’, with scant attention paid to the
collateral effects.
Given that no other democracy has censorship laws this draconian, and
noting that other avenues exist for child protection, there is also the question
of the national reputation and the culture that we wish to create: an open, tolerant nation accommodating of sexual difference and accepting of the rights
of adults to pursue entertainment of their own choosing without fear of extortion or shaming; or a nation of repressed individuals furtively looking over
their shoulders for the next threat, in many cases oblivious to the extent to
which their choices are invisibly curtailed by the State and tracked by those
looking to exploit them for financial gain. On balance, therefore, the liberally
minded individual should be naturally sceptical of the proportionality of this
legislation; and the conservative, when sceptical, will tend towards the status
quo and the lightest possible legislative touch.
Since there is a manifesto commitment to implement age verification, and
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it is unlikely the Government will row back on this to re-examine the matter
with more circumspection, the best that can be hoped for in this Parliament
is to mitigate the potential for damage. However, looking to the next Parliament, a more conceptually sound and socially acceptable solution must be
sought, with special attention paid to the anticipated calls for further censorship (violent material, drink/drugs, etc). An adequate solution must be able
to address these matters as well. It will necessarily be heavily reliant on education and parental responsibility. However, there is undoubtedly potential for
some technical measures, which are capable of conserving civil liberties such
as privacy in a guaranteed fashion, but stop short of censorship.
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A outline of online pornography measures in
de bill
a.

Section 15. This section declares that pornographic material must not be made
available on the internet on a commercial basis, whether on a website or by
other means, to those in the uk unless, at any given time, those under 18 are
prevented from accessing it.

b.

Section 16. Pornographic material is defined as being either a video work that
has been (or reasonably would be expected to be) rated r18, or any other material which, if it were to form part of such a video work, would imply that the
video work would receive an r18 certificate. Further, video works which are
’solely for the purposes of sexual arousal’ and are such that an 18 restriction
would be placed on them are also regarded as pornographic. The definitions of
the various classification categories are as per the Video Recordings Act 1984.

c.

Sections 17 & 18. This stipulates that the Secretary of State [of Culture etc]
may designate an Age Verification Regulator, and places various conditions on
who may fulfil this duty and how they are to be appointed. It is understood
from explanatory matter accompanying the Bill that it is intended that the
British Board of Film Classification is the intended Age Verification Regulator
in order to synergise with their existing function as censors for video material.
Section 19 gives the regulator various powers to require isps, or those whom
the Regulator believes to be involved in the provision of pornography, with
information necessary to allow it to fulfil its duties laid out in the Bill.

d.

Section 20. This lays down means by which Sections 15 and 19 may be enforced, namely by enforcement notice or by financial penalty. Compliance
with a valid enforcement notice is obligatory (19(9)). Financial penalties may
be up to £250,000 or 5% of turnover, whichever is greater.

e.

Section 21. The Age Verification Regulator may alert payment services providers,
or ’ancillary providers’ (eg hosting platforms) that one of their clients is contravening Section 15. Section 22 enables the Age Verification Regulator to
notify an Internet Service Provider of a ’non-complying person’, ie someone
making pornography available to people in the uk. This notice may require
the isp to block access to the non-compliant material. This notice may also
require the isp to take steps that ’will or may also have the effect of preventing persons in the uk from being able to access material other than the offending material using the service provided by the isp. Further, it may (but
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need not) require the ISP to let people who attempt to access the offending
material know that they are unable to access it, and why.
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